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Awareness Through Information Sharing

Incidents/Articles of Note:

e Hackers Target Government Agencies Through Vulnerable File-Transfer Tool

e Hackers Access Several State Employees' Payroll Data (VA)

¢ Dozens of Healthcare Providers Affected by Virginia Debt Collector Breach

¢ Russian Ransomware Hacker Extorted Millions From U.S. Businesses,
Prosecutors Say

¢ CISA and Partners Release Joint Advisory on Understanding Ransomware
Threat Actors: LockBit

¢ CISA's Known Vulnerabilities Impact 15M Public Services

e How Many Jobs Could Ai Replace? Experts Chime in on Contentious Topic

e Chinese “Journalist” Arrested for Using Ai to Create Fake News

¢ Popular American Music Band Paid Hacker(s) to Prevent Song Leaks

¢ Federal Cyber Grant Funding for Locals Won’t Last Forever

This is an open-source product. Redistribution is encouraged.
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https://www.cisa.gov/news-events/alerts/2023/06/14/cisa-and-partners-release-joint-advisory-understanding-ransomware-threat-actors-lockbit
https://securityintelligence.com/articles/cisas-known-vulnerabilities-impact-15m-public-services/
https://www.zdnet.com/article/ai-could-automate-25-of-all-jobs-heres-which-are-most-and-least-at-risk/
https://news.yahoo.com/china-arrests-man-using-chatgpt-164857640.html
https://securityaffairs.com/146029/cyber-crime/smashing-pumpkins-paid-ransom.html?web_view=true
https://statescoop.com/federal-cyber-grant-funding-local-government-states/
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Resource | CIS - Joint Cybersecurity Advisory

Threat Actors Exploit
Progress Telerik
Vulnerability in U.S.
Government IS Server

Compiled with the help of the
Cybersecurity and Infrastructure
Security Agency, Federal Bureau of
Investigation, National Security Agency
and Multi-State Information Sharing and
Analysis Center—a CISA-supported
collaborative for state, local and tribal
governments—the new
#StopRansomware Guide was
published on Tuesday in the wake of
escalating ransomware attacks across
multiple sectors.

View Virginia Fusion
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#StopRansomware Guide

This document is a one-stop resource to
help organizations reduce the risk of
ransomware incidents through best
practices to detect, prevent, respond,
and recover, including step-by-step
approaches to address potential attacks.
This publication was developed through
the Joint Ransomware Task Force
(JRTF), an interagency body established
by Congress in the Cyber Incident
Reporting for Critical Infrastructure Act of
2022 (CIRCIA) to ensure unity of effort in
combating the growing threat of
ransomware attacks.

Observe Suspicious
Activity?

Report Online
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Not a VFC Shield Member?

Useful Links

webversion VFC Fusion Site

VFC Shield Report SAR Shield Homepage

Virginia Fusion Center
7700 Midlothian Turnpike Email Coordinator All Products
N. Chesterfield, VA 23235

The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve
public safety and reduce the probability of becoming a victim of a crime.
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